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Executive summary  
The objective of this document is to provide a short summary about the implementation code of the 

functional components that facilitate data sharing in the context of the Ploutos project. Based on the 

technical requirements, the design principles and the high-level architecture specified in “D4.2 Data 

interoperability for the agri-food sector” and “D4.5 Final agri-food data-sharing reference architecture” the 

actual implementation of the functional components has been realised.  

This report, entitled D4.7 “Final agri-food data sharing platform” is an updated version of “D4.6 Initial agri-

food data sharing platform” and provides a summary of the code updates/refinements realized during one 

year of utilization of the platform. 

Aiming this document to be self-contained a short overview is initially presented of the main elements that 

the Ploutos data sharing framework consist of: 

● The Ploutos Common Semantic Model 

● The Ploutos Interoperability enablers 

● The Ploutos Registration and Discovery Directory 

These elements are under continuous development available at the following code repository: 

https://gitlab.com/Ploutos-project. The Ploutos-project code repository contains different sub-projects that 

contain code developments on each of these topics. 

This document also provides detailed directions for code deployment and testing. Two types of tests are 

available: Manual testing with the use of console commands (curl) and automated unit tests with the use of 

Python script (Pytest). In the Annexes of this document console system outputs referring to successful 

deployment and testing are available as a reference for anyone that wants to reproduce the provided 

directions for testing.  

All necessary documentation is also available at the https://gitlab.com/Ploutos-project in the form of readme 

files. Although this report and code release are considered as the final version of the Ploutos data-sharing 

platform further refinements will continue to be integrated along with the respective updates in testing code 

and directions for deploying the tools. Access to Ploutos GitLab project is open and in compliance with H2020 

requirements on Open Science practices. 

 

 

 

 

  

https://gitlab.com/Ploutos-project
https://gitlab.com/Ploutos-project
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1 Introduction 
1.1 Project summary 

The Ploutos project focuses on rebalancing the value chain for the agri-food system, transforming it into one 

that works for the benefit of society and the environment. The project will develop a Sustainable Innovation 

Framework (SIF) that follows a systems-based approach to the agri-food sector, building on the three Ploutos 

innovation streams: Behavioral Innovation; Sustainable Collaborative Business Model Innovation; and Data-

driven Technology Innovation. Exploiting a history of significant agri-food projects and the respective 

ecosystems around these, the project deploys 11 innovative systemic Sustainable Innovation Pilots (SIPs), 

where, using a multi-actor approach, new innovative solutions and methodologies will be implemented, 

tested and assessed, and practical lessons learned will be extracted. The SIPs cover a large range of agri-food 

ecosystems, across 13 countries, covering arable, horticulture (both open fields and greenhouses), perennials 

and dairy production amongst others. In each case, behavior change, collaborative business modeling and 

data-driven technological innovation will be integrated to deliver the most environmentally, socially, and 

economically sustainable solutions. A Ploutos Innovation Academy (PIA) is established as a vehicle for 

integrating the know-how, best practices and assessments developed across the project, principally derived 

from the SIPs. Ploutos includes 33 partners, 23 of them being end-users, representing all relevant actors in 

the food system, including farmers, food industry companies, scientists, advisors, ICT specialists and policy 

makers. 

1.2 Document scope 

This report escorts the final code release of the core data interoperability mechanism of the PLOUTOS 

project. The implementation of the data models and the data sharing functional components is based on the 

specifications provided by “D4.2 Data interoperability for the agri-food sector” and “D4.5 Final agri-food 

data-sharing reference architecture”. The code and the respective documentation are available at: 

https://gitlab.com/Ploutos-project 

1.3 Document structure 

● Chapter 1 summarizes the project, places this deliverable in the overall structure of the project and 

presents the structure of this report.  

● Chapter 2 provides descriptions of the implemented components.  

● Chapter 3 presents applications and possible extensions. 

In the Annexes of this document console system outputs referring to successful deployment and testing are 

available as a reference for anyone that wants to reproduce the provided directions for testing. 

 

 

https://gitlab.com/Ploutos-project
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2 Ploutos data sharing platform 
implementation 

The Ploutos project developed a generic data sharing platform tailored to the needs of the fragmented 

ecosystem of the agri-food sector.From an early stage the key design principles that guided the data-sharing 

functionalities are: 

 Stakeholders should retain control of their data. 

 Interoperability must be maintained with conventional software, whether legacy or developed in the 

future. 

 Vendor lock-in must be avoided thereby ensuring both flexibility and future proofing of any given 

part of the overall system. 

A thorough analysis of these principles is conducted “D4.2 Data interoperability for the agri-food sector” and 

“D4.5 Final agri-food data-sharing reference architecture” along with specific in technical requirements tha 

the implemented software components should address. Based on these specifications data sharing is realized 

with the utilization of the following three main modules: 

● The Ploutos Common Semantic Model 

● The Ploutos Interoperability enablers 

● The Ploutos Registration and Discovery Directory 

Although the descriptions of these three concepts are documented in the respective deliverables, aiming this 

deliverable to be self-contained a short summary of the key specifications follows. 

2.1 Ploutos Common Semantic Model (PCSM) 

The implementation of the PCSM is based on the initial specifications that are described in [D4.2] and an 

update of the PCSM briefly described in [D4.5]. In [D4.2] the requirements on data capturing, storage and 

sharing for a subset of the Ploutos SIPs were formulated and a selection of common concepts and relations 

were derived. These common concepts and relations were modeled in a first version of the PCSM. The PCSM 

defines its own Ploutos namespace for the common concepts but reuses existing ontologies as much as 

possible and only defines new concepts and relations where needed. The PCSM has been defined to be used 

as the basis for semantic interoperability in data exchange via the Ploutos Data Sharing Platform within the 

Ploutos SIPs. As such, the PCSM will be used in that platform as the means to bridge semantic differences 

between the data models of the various organizations in the agri-food supply chain. A short summary of the 

core design principles follows: 

1. The PCSM is based on semantic technologies, like RDF and OWL, because it is currently the best way 

of intuitively defining formal semantics (OWL) and provides the flexibility for modular reuse of 

existing data models or extending them. 

2. The PCSM should be a small, core model that covers the main common concepts in the agri-food 

domain ranging from the farm via the supply chain to the consumer. 

3. The concepts and relations for the PCSM are selected from the requirements of the SIPs. When most 

of the SIPs require a certain concept, it is part of the PCSM, e.g., the concepts farm, farmer, parcel, 

and soil that are required by most of the SIPs. 

4. Existing ontologies that already define the required concepts are reused by the PCSM as much as 

possible. Nonetheless, we define a specific Ploutos namespace for the PCSM, namely 

https://www.tno.nl/agrifood/ontology/ploutos/common# prefixed as ploutos, that is used to inherit 

the concepts of these existing ontologies. 

https://www.tno.nl/agrifood/ontology/ploutos/common
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5. Existing ontologies are only reused when they have a clear formal OWL structure that is publicly 

available and accessible or downloadable in a .owl, .ttl or .rdf format, for instance at the W3C website 

or the AgroPortal (http://agroportal.lirmm.fr). Consequently, no reuse of proprietary ontologies of 

different projects will be done. 

6. Vocabularies and thesauri/taxonomies that simply define and list a large set of hierarchical terms will 

not be reused in the PCSM other than using the rdf:isDefinedBy property to point to the definition of 

the concept in a vocabulary. 

7. Reuse of existing concepts and properties in the PCSM is done using the rdfs:subClassOf or 

owl:equivalentClass construct for concepts and the rdfs:subPropertyOf construct for properties. 

8. Concepts and properties that are required by the PCSM but are not yet part of existing ontologies 

will be added as concepts and properties to the ploutos namespace. 

9. The well-known ontology design pattern called Part-Observation-Property pattern is used in which 

as much as possible concepts are expressed in a ploutos:partOf relation with another concept and 

measurements are defined as observations of observable properties of features of interest. More 

details on this pattern can be found in the following subsection. 

The PCSM reuses the ontologies that are listed in Table 1. 

Prefix Name Base URI 

ENVO Environment Ontology http://purl.obolibrary.org/obo/envo.owl# 

s4agri SAREF4AGRI https://saref.etsi.org/saref4agri/ 

SSN Semantic Sensor Network http://www.w3.org/ns/ssn/ 

SOSA Sensor Observation Sample Actuator http://www.w3.org/ns/saso/ 

OM Ontology of units of Measure 
http://www.ontology-of-units-of-

measure.org/resource/om-2/ 

Table 1.  Existing ontologies reused in the PCSM. 

On top of the initial version of the PCSM as described in D4.2, additional concepts and properties have been 

added. These concepts are derived from requirements of SIP1 and partly SIP3 and focus on the certification 

process in the supply chain. Important new concepts are the certificate itself as well as the certification 

auditor and certification provider organization. Besides the common concepts of the PCSM, there is a need 

for SIP-specific concepts and relations that only are of interest for data sharing within the SIP. These concepts 

can be modeled using a SIP-specific ontology that imports and reuses the PCSM. 

If needed, the PCSM can be further extended based on new requirements that pop up from the innovative 

activities in Ploutos WP2 and WP3 work packages. For instance, concepts related to behavior change to 

support better sustainability or concepts related to business model aspects could be added. In that sense, 

sustainability can be expressed in terms of social, environmental, and economic parameters. Each of these 

can be expressed in terms of concepts related to all the stakeholders in the agri-food supply chain, such as 

water usage, pesticides, poorly paid labor, etc.  

Software verification: In order to support this continuous development process, the PCSM is maintained in 

a collaborative workspace. For each SIP a separate version of the PSCM is maintained allowing the necessary 

configurations of the required information concepts. The latest stable version of the PSCM are available at:   

https://gitlab.com/Ploutos-project/ploutos-common-semantic-model 

http://agroportal.lirmm.fr/
http://www.ontology-of-units-of-measure.org/resource/om-2/
http://www.ontology-of-units-of-measure.org/resource/om-2/
https://gitlab.com/Ploutos-project/ploutos-common-semantic-model
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2.2 Ploutos Interoperability Enabler 

The core component that aims to enrich existing systems with data sharing functionalities is the Ploutos 

Interoperability Enabler (PIE). The PIE is a stand-alone service and from a deployment perspective is hosted 

within the underlying system’s (e.g., FMIS, DSS, data collection service) administrative cyber premises as a 

trusted service while the overall functionality and data sharing is feasible to be controlled by the 

administrators of the system. The PIE consists of a set of functional components which aim to extend the 

functionality of existing systems with specific features. The PIE’s main role within the Ploutos architecture is 

to allow existing information systems (knowledge bases) to exchange data in an interoperable manner with 

other participants of the Ploutos data sharing network. A Knowledge Base (KB) can be any service, application 

or platform that: 1) needs certain knowledge in order to function, 2) provides certain knowledge that others 

might need, or 3) both. Examples of Knowledge Bases are: a service that provides a forecast of local 

temperatures when given a GPS location, an app that gives insight into the supply chain of tomatoes, a 

platform that manages different sensors on a farm or a database that stores a farmer’s planning. 

A functional component diagram of the PIE along with the potential interactions with external systems is 

presented in Figure 1. Detailed specifications of PIEs design principles and functional components are 

available in [D4.4]. The PIE uses the PCSM as the “common language” in order to facilitate interaction and 

data sharing among the various heterogeneous systems. 

 

 

Figure 1. Functional component diagram of the Ploutos Interoperability Enabler 

An important component towards the data sharing realization is the “Knowledge Mapper”. This component 

enables interoperability at semantic level through a data translation service that realises the conversion of 

data streams provided by the hosting system to the PCSM and vice-versa. The translation functionality of the 

“Knowledge Mapper” must be adapted according to the custom data model and API of the hosting system. 

The “Knowledge Mapper” acts as a translator and API mediator customized to the information system’s 

specifications that it is deployed at. It also provides an access control mechanism to make sure that only 

authorised parties can access the mapped data. 

Software verification:  



10 / 27 

10 

D7.4: Final agri-food data sharing platform implementation 

 

 
 

This project has received funding from the European Union’s Horizon 2020 research and 
innovation programme under grant agreement No 101000594 
 

● Continuous developments of the PIE are available at:   

https://gitlab.com/Ploutos-project/ploutos-interoperability-enabler 

The PIE’s source code is useful only to technical experts that are willing to get more insights on how the 

overall implementation is realised. System administrators that want to enable data interoperability of their 

systems can use the dockerised version of the PIE. Detailed integration instructions are provided in “D4.3: 

Data Interoperability Enablers”. 

The implementation of a “Knowledge Mapper” is customised according to the specificities of the underlying 

system. A “Knowledge Mapper” is not a generic component provided by Ploutos but it needs to be 

implemented by the tech experts that support the information system that aims to get integrated and 

facilitate data sharing. An example implementation of a “Knowledge Mapper” tailored to the gaiasense smart 

farming solution is available here:  

https://gitlab.com/Ploutos-project/traceability-demo/-/tree/master/gaiasense-km 

However, there is common behaviour that makes it easier to implement such Knowledge Mappers. Code for 

this common behaviour is in the following repository: 

https://gitlab.com/Ploutos-project/knowledge-mapper 

Not yet all code repositories are publicly available and access credentials are provided on demand. For more 

details and request for access please contact: info{at}ploutos-h2020.eu 

2.3 Ploutos Registration and Discovery Directory 

The Ploutos Registration and Discovery Directory (PRDD) can either be deployed at a cloud server system 

being accessible through Internet or at a local intranet. The core objective of this directory service is to allow 

the registration/discovery of the various PIEs along with their characteristics and to support the orchestration 

of knowledge discovery.  As it is already described, data sharing within the Ploutos ecosystem is ensured 

using a common language expressed in the form of an ontology or knowledge model. The domain's 

knowledge model is written in RDF/OWL, which allows to take advantage of the reasoning capabilities that 

are available for these models. The complementary use of PIE and PRDD provides the necessary awareness 

about the supply and demand of knowledge in the network allowing the use of reasoning to orchestrate the 

knowledge supply on-demand. This means that, given a specification of knowledge that is requested, a PIE 

can figure out the appropriate knowledge base to get it. It should be noted, that this approach allows the 

distributed querying of knowledge bases in order to serve one query. In addition, and given that the PIE is 

aware of changes in the network, new knowledge bases can be dynamically added to the network. In 

summary, the use of PRDD and PIE provides the following advantages: 

● Knowledge orchestration removes the need to implement compatibility between all pairs of 

knowledge bases in the network by hand. 

● Changes in the knowledge network are handled seamlessly by synchronizing information about 

knowledge interactions. 

● Established open-source Semantic Web technologies are leveraged to provide knowledge models 

and reasoning capabilities. 

 

https://gitlab.com/Ploutos-project/ploutos-interoperability-enabler
https://gitlab.com/Ploutos-project/traceability-demo/-/tree/master/gaiasense-km
https://gitlab.com/Ploutos-project/knowledge-mapper
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Figure 2. Functional component diagram of the Ploutos Registration and Discovery Directory 

Software verification 

● Continuous developments of the PRDD are available at:   

https://github.com/TNO/knowledge-engine/tree/master/knowledge-directory 

Note that the PRDD (as is the PIE) is powered by the Knowledge Engine, hence the term PRDD is not used in 

the repository. 

2.4 Deployment and testing  

There are two options to deploy and utilise the Ploutos data sharing components. The first option is to 

manually download the source code from the aforementioned repositories, compile and execute it. This 

approach might be useful only to tech experts that would like to introduce specific customizations. According 

to design principles specified in D4.5 the Ploutos data sharing components should be (as much possible) easy 

to be deployed and reused. For this reason, a second and more practical deployment approach is offered 

through docker containers. Docker images for our work in Ploutos have been configured and are available 

here:  https://gitlab.com/Ploutos-project/traceability-demo/container_registry . For an actual docker-

compose configuration file that realizes the local deployment of two PIEs and a PRDD please refer to Annex 

A.  

For the utilization of these components in the context of the various Ploutos SIPs the PRDD will be offered as 

an accessible service through the Internet. The PRDD functionality will be offered by a server system aiming 

to achieve a 24/7 availability. Currently, it is available at  

https://ploutos.knowledge-engine.eu/kd/ker/  

which currently lists the PIEs that are relevant for Ploutos SIP1: 

[ 

{"id":"https://ploutos.knowledge-engine.eu/admin-ui/runtime/inter-

ker","exposedUrl":"https://ploutos.knowledge-engine.eu/admin-

ui/runtime/inter-ker","protocolVersion":"1.0.0-SNAPSHOT","lastRenew":"2022-

10-21T10:00:55.753508Z"}, 

{"id":"https://ploutos.knowledge-engine.eu/runtime/inter-

ker","exposedUrl":"https://ploutos.knowledge-engine.eu/runtime/inter-

ker","protocolVersion":"1.0.0-SNAPSHOT","lastRenew":"2022-10-

21T10:00:53.972606Z"}, 

https://github.com/TNO/knowledge-engine/tree/master/knowledge-directory
https://gitlab.com/groups/Ploutos-project/-/container_registries
https://gitlab.com/groups/Ploutos-project/-/container_registries
https://ploutos.knowledge-engine.eu/kd/ker/
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{"id":"https://gaiasense.neuropublic.gr/pie_ploutos/alterra","exposedUrl":"h

ttps://gaiasense.neuropublic.gr/pie_ploutos/alterra","protocolVersion":"1.0.

0-SNAPSHOT","lastRenew":"2022-10-21T10:00:49.445982Z"}, 

{"id":"https://gaiasense.neuropublic.gr/pie_ploutos/gaiasense","exposedUrl":

"https://gaiasense.neuropublic.gr/pie_ploutos/gaiasense","protocolVersion":"

1.0.0-SNAPSHOT","lastRenew":"2022-10-21T10:00:49.678952Z"} 

] 

 Individual information systems participating in the various SIPs will have the option to register and being 

discoverable through this common PRDD infrastructure offered and maintained by WP4, but it is also possible 

to host a SIP-specific PRDD. For testing reasons, the option of downloading and deploying a PRDD locally is 

provided through the docker-compose configuration.  

The following types of tests are available: 

Manual: Directions for manually testing executed with the use of curl commands are available at the 

README.md, here:   

https://gitlab.com/Ploutos-project/traceability-demo/-/tree/master/testing 

Indicative system outcomes (debug log) when executing these tests are available in Annex B.  

Automated Unit tests: A more detailed and completed testing approach is offered through python unit 

testing, available here: 

https://gitlab.com/Ploutos-project/traceability-demo/-/tree/master/testing/Unit%20Testing 

This test suit automates the verification of registering, deregistering and discovering PIEs with the PRDD. 

Indicative results of successful execution of the tests are available at Annex C.  

Automated unit tests of “Knowledge Mapper” software functionality and its connection to a PIE are available 

here: https://gitlab.com/Ploutos-project/knowledge-mapper/-/tree/main/knowledge_mapper/tests 

“Continuous Integration1” is applied automating all the steps required to build, test, and deploy the code to 

the production environment. The automated test outputs are openly available at: 

https://gitlab.com/Ploutos-project/knowledge-mapper/-/pipelines 

 

 

 

                                                           
1 https://about.gitlab.com/features/continuous-integration/ 

https://gitlab.com/Ploutos-project/traceability-demo/-/tree/master/testing/Unit%20Testing
https://gitlab.com/Ploutos-project/knowledge-mapper/-/tree/main/knowledge_mapper/tests
https://gitlab.com/Ploutos-project/knowledge-mapper/-/pipelines
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3 Application and possible extensions 
This short report escorts the source code of the final stable release of the Ploutos data sharing platform. The 

development of the components is an ongoing process and various releases with increased and refined 

functionalities are regularly provided. The platform is utilised and tested in the context of SIP1 in a real world 

scenario while data sharing principles and methodologies are also applied to SIPs 3 and 7. Through this 

process various additional requirements are identified which are guiding the development of additional 

features. In addition, various technical issues are also discovered e.g., coding errors which need to be 

addressed through the release of updated.  Although according to plan this is the final release of the Ploutos 

data sharing platform, in the remaining year of the Ploutos project, the platform is expected to be further 

refined based on the issues that are discovered. 

Expected additional functionalities to be implemented, include: 

1. Simplifying the deployment process of the required components (PIE and Knowledge Mapper). The 

integration of a python package-management system like PIP is foreseen. 

2. Improve robustness and scaling addressing the needs of increased data sources and data consumes. 

3. To improve the ease and reliability of connecting data sources with the Knowledge Mapper, a new 

way of configuring the Knowledge Mapper via a web GUI can be implemented. In this web GUI, access 

control rules, data source specific configuration, mapping rules, and various other settings can be 

configured. 
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5  Annex A 
The docker compose configuration parameters that deploys two PIEs and a PRDD  

https://gitlab.com/Ploutos-project/traceability-demo/-/blob/master/docker-compose.yml 

 

networks: 

  dbnet: 

    driver: bridge 

services: 

  nginx: 

    build: 

      context: ./frontend 

      args: 

        VITE_PLOUTOS_BACKEND: https://back.ploutos-docker.hispatecanalytics.com 

    container_name: nginx 

    restart: always 

    ports: 

      - "80:80" 

      - "443:443" 

    environment: 

      - "ENABLE_CORS=true" 

    depends_on: 

      - app 

    volumes: 

      - static_volume:/home/app/web/static 

      - ./data_config/ssl:/etc/ssl 

      - ./data_config/certbot/conf:/etc/letsencrypt 

      - ./data_config/certbot/www:/var/www/certbot 

    command: "/bin/sh -c 'while :; do sleep 6h & wait $${!}; nginx -s reload; done & nginx 

-g \"daemon off;\"'" 

    networks: 

      - dbnet 

  nginx-local: 

    build: 

      context: ./frontend 

      dockerfile: ./LocalDockerfile 

      args: 

        VITE_PLOUTOS_BACKEND: http://backend.localhost:8001 

    container_name: nginx-local 

    restart: always 

    ports: 

https://gitlab.com/Ploutos-project/traceability-demo/-/blob/master/docker-compose.yml
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      - 8001:80 

    environment: 

      - "ENABLE_CORS=true" 

    depends_on: 

      - app 

    volumes: 

      - static_volume:/home/app/web/static 

    networks: 

      - dbnet 

  certbot: 

    image: certbot/certbot 

    volumes: 

      - ./data_config/certbot/conf:/etc/letsencrypt 

      - ./data_config/certbot/www:/var/www/certbot 

    entrypoint: "/bin/sh -c 'trap exit TERM; while :; do certbot renew; sleep 12h & wait 

$${!}; done;'" 

  db: 

    image: postgres:latest 

    restart: always 

    container_name: db 

    hostname: db 

    environment: 

      - "POSTGRES_DB=ploutos" 

      - "POSTGRES_USER=admin_ploutos" 

      - "POSTGRES_PASSWORD=super_ploutos_password1234" 

      - "PGDATA=/var/lib/postgresql/data/pgdata" 

    networks: 

      - dbnet 

    ports: 

      - 5432:5432 

    volumes: 

      - ./data/db:/var/lib/postgresql/data 

  cache: 

    image: redis:6.2-alpine 

    restart: always 

    ports: 

      - '6379:6379' 

    command: redis-server --save 20 1 --loglevel warning --requirepass 

eYVX7EwVmmxKPCDmwMtyKVge8oLd2t81 

    volumes: 

      - cache:/data 

  app: 
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    restart: always 

    build: ./backend 

    container_name: app 

    command: > 

      sh -c "python3 manage.py makemigrations && 

             python3 manage.py migrate && 

             python3 manage.py runserver 0.0.0.0:8000" 

    volumes: 

      - static_volume:/home/app/web/static 

    expose: 

      - 8000 

    ports: 

      - 8000:8000 

    environment: 

      KE_ENDPOINT: http://app-pie:8280/rest 

      REDIS_HOST: cache 

      REDIS_PORT: 6379 

      REDIS_PASSWORD: eYVX7EwVmmxKPCDmwMtyKVge8oLd2t81 

    depends_on: 

      - db 

      - cache 

      - app-pie 

      - app-km 

      - app-km-processor 

    links: 

      - db:db 

      - cache 

    networks: 

      - dbnet 

  app-km: 

    build: ./app-km 

    environment: 

      KE_ENDPOINT: http://app-pie:8280/rest 

    networks: 

      - dbnet 

  app-km-processor: 

    build: ./app-km-processor 

    environment: 

      KE_ENDPOINT: http://app-pie:8280/rest 

    networks: 

      - dbnet 
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  prdd: 

    image: registry.gitlab.com/ploutos-project/traceability-demo/prdd:1.1.4-SNAPSHOT 

    networks: 

      - dbnet 

  gaiasense-km: 

    build: ./gaiasense-km 

    environment: 

      GAIASENSE_USERNAME: 

      GAIASENSE_PASSWORD: 

      KE_ENDPOINT: http://gaiasense-pie:8280/rest 

    networks: 

      - dbnet 

  gaiasense-pie: 

    image: registry.gitlab.com/ploutos-project/traceability-demo/pie:1.1.4-SNAPSHOT 

    environment: 

      KE_RUNTIME_EXPOSED_URL: http://gaiasense-pie:8081 

      KE_RUNTIME_PORT: 8081 

      KD_URL: http://prdd:8282 

    networks: 

      - dbnet 

  alterra-km: 

    build: ./alterra-km 

    environment: 

      ALTERRA_USERNAME: 

      ALTERRA_PASSWORD: 

      KE_ENDPOINT: http://alterra-pie:8280/rest 

    networks: 

      - dbnet 

  alterra-pie: 

    image: registry.gitlab.com/ploutos-project/traceability-demo/pie:1.1.4-SNAPSHOT 

    environment: 

      KE_RUNTIME_EXPOSED_URL: http://alterra-pie:8081 

      KE_RUNTIME_PORT: 8081 

      KD_URL: http://prdd:8282 

    networks: 

      - dbnet 

  certificate-km: 

    build: ./certificate-km 

    environment: 

      CERTIFICATE_USERNAME: 

      CERTIFICATE_PASSWORD: 
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      KE_ENDPOINT: http://certificate-pie:8280/rest 

    networks: 

      - dbnet 

  certificate-pie: 

    image: registry.gitlab.com/ploutos-project/traceability-demo/pie:1.1.4-SNAPSHOT 

    environment: 

      KE_RUNTIME_EXPOSED_URL: http://certificate-pie:8081 

      KE_RUNTIME_PORT: 8081 

      KD_URL: http://prdd:8282 

    networks: 

      - dbnet 

  app-pie: 

    image: registry.gitlab.com/ploutos-project/traceability-demo/pie:1.1.4-SNAPSHOT 

    ports: 

      - 8280:8280 

    environment: 

      KE_RUNTIME_EXPOSED_URL: http://app-pie:8081 

      KE_RUNTIME_PORT: 8081 

      KD_URL: http://prdd:8282 

    networks: 

      - dbnet 

volumes: 

  static_volume: 

  cache: 
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6 Annex B 
1. Instantiation of two PIES and PRDD through docker. Indicative debug log of a successful deployment. With bold and 

underline the expected success messages. 

$ docker-compose up 

[+] Running 4/0 

 ⠿ Network d4-6-ploutos-agri-food-data-sharing-mechanisms_default           Created                                                                                                                                                            

0.0s 

 ⠿ Container d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  Created                                                                                                                                                            

0.0s 

 ⠿ Container d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   Created                                                                                                                                                            

0.0s 

 ⠿ Container d4-6-ploutos-agri-food-data-sharing-mechanisms-prdd-1          Created                                                                                                                                                            

0.0s 

Attaching to d4-6-ploutos-agri-food-data-sharing-mechanisms-prdd-1, d4-6-ploutos-agri-

food-data-sharing-mechanisms-pumpkin-pie-1, d4-6-ploutos-agri-food-data-sharing-

mechanisms-redberry-pie-1 

d4-6-ploutos-agri-food-data-sharing-mechanisms-prdd-1          | [main] INFO 

eu.knowledge.engine.knowledgedirectory.KnowledgeDirectory - Starting Knowledge Directory 

REST API on port 8282. 

d4-6-ploutos-agri-food-data-sharing-mechanisms-prdd-1          | [main] INFO 

org.eclipse.jetty.util.log - Logging initialized @74ms 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:57:40:577 

+0000 [main] INFO RestServer - Starting Knowledge Engine REST API on port 8280. 

d4-6-ploutos-agri-food-data-sharing-mechanisms-prdd-1          | [main] INFO 

org.eclipse.jetty.server.Server - jetty-9.2.z-SNAPSHOT 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:57:40:599 

+0000 [main] INFO RestServer - Starting Knowledge Engine REST API on port 8280. 

d4-6-ploutos-agri-food-data-sharing-mechanisms-prdd-1          | [main] INFO 

org.eclipse.jetty.server.handler.ContextHandler - Started 

o.e.j.s.ServletContextHandler@4a9e6faf{/,null,AVAILABLE} 

d4-6-ploutos-agri-food-data-sharing-mechanisms-prdd-1          | [main] INFO 

org.eclipse.jetty.server.ServerConnector - Started 

ServerConnector@70925b45{HTTP/1.1}{0.0.0.0:8282} 

d4-6-ploutos-agri-food-data-sharing-mechanisms-prdd-1          | [main] INFO 

org.eclipse.jetty.server.Server - Started @680ms 

 

 

$ curl --location --request POST 'localhost:8280/rest/sc' \ 

   --header 'Content-Type: application/json' \ 

   --data-raw '{ 

      "knowledgeBaseId": "https://www.example.org/redberry-kb", 

      "knowledgeBaseName": "Redberry pies!", 

      "knowledgeBaseDescription": "I have redberry pies." 

   }' 
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Output in logs: 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:12:791 

+0000 [qtp1836797772-17] INFO RestKnowledgeBaseManager - RestKnowledgeBaseManager 

initialized! 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:13:060 

+0000 [qtp1836797772-17] INFO KeRuntime - No value for the configuration parameter 

'KE_RUNTIME_HOSTNAME' was provided, using the default value 'localhost' 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:13:062 

+0000 [qtp1836797772-17] INFO KnowledgeDirectoryConnection - Starting connection with 

Knowledge Directory at http://prdd:8282 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:13:158 

+0000 [qtp1836797772-17] INFO MessageDispatcher - Starting Inter-KER REST API on port 

8081. 

d4-6-ploutos-agri-food-data-sharing-mechanisms-prdd-1          | [qtp1833638914-16] INFO 

eu.knowledge.engine.knowledgedirectory.KnowledgeDirectory - Added new Knowledge Engine 

Runtime http://redberry-pie:8081 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:13:278 

+0000 [pool-4-thread-1] INFO KnowledgeDirectoryConnection - Successfully registered at 

the Knowledge Directory http://prdd:8282 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | Oct 20, 2022 10:58:13 AM 

org.glassfish.jersey.server.wadl.WadlFeature configure 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | WARNING: JAXBContext 

implementation could not be found. WADL feature is disabled. 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:13:778 

+0000 [qtp1836797772-17] INFO SmartConnectorImpl-Redberry pies! - Getting comms ready 

took 899 ms 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:13:778 

+0000 [qtp1836797772-17] INFO SmartConnectorImpl-Redberry pies! - Populating took 0 ms 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:13:825 

+0000 [qtp1836797772-17] INFO SmartConnectorImpl-Redberry pies! - Announcing took 46 ms 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:13:826 

+0000 [qtp1836797772-17] INFO RemoteKerConnectionManager - Notifying 0 peer(s) of new or 

removed Smart Connectors, there are now 1 smart connectors 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:13:827 

+0000 [qtp1836797772-17] INFO MessageDispatcher - Notifying 1 listeners about the 1 

knowledge bases in the KE 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:13:827 

+0000 [qtp1836797772-17] INFO OtherKnowledgeBaseStoreImpl-Redberry pies! - List of Smart 

Connectors changed, repopulating the OtherKnowledgeBaseStore 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:13:827 

+0000 [qtp1836797772-17] INFO SmartConnectorImpl-Redberry pies! - Constructor finished 

took 2 ms 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:13:827 

+0000 [qtp1836797772-17] INFO RestKnowledgeBaseManager - Added KB 

https://www.example.org/redberry-kb 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:13:839 

+0000 [qtp1836797772-17] INFO SmartConnectorLifeCycleApiServiceImpl - Returning response 

for smart connector with ID https://www.example.org/redberry-kb 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:13:844 

+0000 [qtp1836797772-17] INFO SmartConnectorLifeCycleApiServiceImpl - Creating smart 

connector with ID https://www.example.org/redberry-kb. 
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d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:18:164 

+0000 [pool-4-thread-1] INFO RemoteKerConnectionManager - Querying Knowledge Directory 

for new peers 

2. Debug log of a successful registration of the second PIE to the PRDD. The registration is initiated with the following 

command: 

$ curl --location --request POST 'localhost:8281/rest/sc' \ 

   --header 'Content-Type: application/json' \ 

   --data-raw '{ 

      "knowledgeBaseId": "https://www.example.org/pumpkin-kb", 

      "knowledgeBaseName": "Pumpkin pies!", 

      "knowledgeBaseDescription": "I have pumpkin pies." 

   }' 

Output in logs: 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:44:517 

+0000 [qtp1836797772-16] INFO RestKnowledgeBaseManager - RestKnowledgeBaseManager 

initialized! 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:44:785 

+0000 [qtp1836797772-16] INFO KeRuntime - No value for the configuration parameter 

'KE_RUNTIME_HOSTNAME' was provided, using the default value 'localhost' 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:44:787 

+0000 [qtp1836797772-16] INFO KnowledgeDirectoryConnection - Starting connection with 

Knowledge Directory at http://prdd:8282 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:44:884 

+0000 [qtp1836797772-16] INFO MessageDispatcher - Starting Inter-KER REST API on port 8081. 

d4-6-ploutos-agri-food-data-sharing-mechanisms-prdd-1          | [qtp1833638914-16] INFO 

eu.knowledge.engine.knowledgedirectory.KnowledgeDirectory - Added new Knowledge Engine 

Runtime http://pumpkin-pie:8081 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:44:937 

+0000 [pool-4-thread-1] INFO KnowledgeDirectoryConnection - Successfully registered at the 

Knowledge Directory http://prdd:8282 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | Oct 20, 2022 10:58:45 AM 

org.glassfish.jersey.server.wadl.WadlFeature configure 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | WARNING: JAXBContext 

implementation could not be found. WADL feature is disabled. 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:45:506 

+0000 [qtp1836797772-16] INFO SmartConnectorImpl-Pumpkin pies! - Getting comms ready took 

904 ms 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:45:506 

+0000 [qtp1836797772-16] INFO SmartConnectorImpl-Pumpkin pies! - Populating took 0 ms 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:45:552 

+0000 [qtp1836797772-16] INFO SmartConnectorImpl-Pumpkin pies! - Announcing took 46 ms 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:45:554 

+0000 [qtp1836797772-16] INFO RemoteKerConnectionManager - Notifying 0 peer(s) of new or 

removed Smart Connectors, there are now 1 smart connectors 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:45:554 

+0000 [qtp1836797772-16] INFO MessageDispatcher - Notifying 1 listeners about the 1 

knowledge bases in the KE 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:45:554 

+0000 [qtp1836797772-16] INFO OtherKnowledgeBaseStoreImpl-Pumpkin pies! - List of Smart 

Connectors changed, repopulating the OtherKnowledgeBaseStore 
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d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:45:554 

+0000 [qtp1836797772-16] INFO SmartConnectorImpl-Pumpkin pies! - Constructor finished took 

1 ms 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:45:555 

+0000 [qtp1836797772-16] INFO RestKnowledgeBaseManager - Added KB 

https://www.example.org/pumpkin-kb 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:45:555 

+0000 [qtp1836797772-16] INFO SmartConnectorLifeCycleApiServiceImpl - Returning response 

for smart connector with ID https://www.example.org/pumpkin-kb 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:45:560 

+0000 [qtp1836797772-16] INFO SmartConnectorLifeCycleApiServiceImpl - Creating smart 

connector with ID https://www.example.org/pumpkin-kb. 

d4-6-ploutos-agri-food-data-sharing-mechanisms-prdd-1          | [qtp1833638914-14] INFO 

eu.knowledge.engine.knowledgedirectory.KnowledgeDirectory - Renewed lease for 

http://redberry-pie:8081 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:49:886 

+0000 [pool-5-thread-1] INFO RemoteKerConnectionManager - Querying Knowledge Directory for 

new peers 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:49:919 

+0000 [pool-5-thread-1] INFO RemoteKerConnectionManager - Discovered new peer 

http://redberry-pie:8081 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:49:960 

+0000 [pool-5-thread-1] INFO RemoteKerConnection - Successfully received runtimedetails 

from http://redberry-pie:8081 with 1 Smart Connectors: [https://www.example.org/redberry-

kb] 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:49:961 

+0000 [pool-5-thread-1] INFO MessageDispatcher - Notifying 1 listeners about the 2 

knowledge bases in the KE 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:49:961 

+0000 [pool-5-thread-1] INFO OtherKnowledgeBaseStoreImpl-Pumpkin pies! - List of Smart 

Connectors changed, repopulating the OtherKnowledgeBaseStore 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:50:005 

+0000 [qtp1787115097-31] WARN MessageDispatcher - Received message from unknown Knowledge 

Base: https://www.example.org/pumpkin-kb, I only know [https://www.example.org/redberry-

kb] 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:50:006 

+0000 [pool-10-thread-1] INFO RemoteKerConnectionManager - Querying Knowledge Directory 

for new peers 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:50:010 

+0000 [pool-10-thread-1] INFO RemoteKerConnectionManager - Discovered new peer 

http://pumpkin-pie:8081 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:50:036 

+0000 [pool-10-thread-1] INFO RemoteKerConnection - Successfully received runtimedetails 

from http://pumpkin-pie:8081 with 1 Smart Connectors: [https://www.example.org/pumpkin-kb] 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:50:036 

+0000 [pool-10-thread-1] INFO MessageDispatcher - Notifying 1 listeners about the 2 

knowledge bases in the KE 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:50:036 

+0000 [pool-10-thread-1] INFO OtherKnowledgeBaseStoreImpl-Redberry pies! - List of Smart 

Connectors changed, repopulating the OtherKnowledgeBaseStore 

d4-6-ploutos-agri-food-data-sharing-mechanisms-pumpkin-pie-1   | 2022-10-20 10:58:50:096 

+0000 [pool-6-thread-1] INFO InteractionProcessorImpl-Pumpkin pies! - Contacting my KB to 

answer KI <https://www.example.org/pumpkin-kb/meta/knowledgeinteractions/answer> 
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d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:50:111 

+0000 [pool-10-thread-1] INFO MessageDispatcher - I can now deliver the message I received 

from https://www.example.org/pumpkin-kb 

d4-6-ploutos-agri-food-data-sharing-mechanisms-redberry-pie-1  | 2022-10-20 10:58:50:112 

+0000 [pool-11-thread-1] INFO InteractionProcessorImpl-Redberry pies! - Contacting my KB 

to answer KI <https://www.example.org/redberry-kb/meta/knowledgeinteractions/answer> 

3. Query the PRDD and retrieve references of the available PIEs. Two PIEs are expected. 

$ curl --location --request GET 'localhost:8282/ker' 

Output: 

[ 

  { 

    "id": "http://pumpkin-pie:8081", 

    "exposedUrl": "http://pumpkin-pie:8081", 

    "protocolVersion": "1.0.0-SNAPSHOT", 

    "lastRenew": "2022-10-20T10:59:17.899606Z" 

  }, 

  { 

    "id": "http://redberry-pie:8081", 

    "exposedUrl": "http://redberry-pie:8081", 

    "protocolVersion": "1.0.0-SNAPSHOT", 

    "lastRenew": "2022-10-20T10:59:19.168191Z" 

  } 

] 
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7 Annex C 
Executing the unit tests and the expected output when these tests are completed successfully.  

$ pytest --tb=line -rP test_scenario.py 

Output: 

=============================== test session starts ================================ 

platform darwin -- Python 3.10.6, pytest-7.1.3, pluggy-1.0.0 

rootdir: /Users/han/Projects/D4-6-ploutos-agri-food-data-sharing-

mechanisms/test_automated 

plugins: asyncio-0.19.0, html-3.1.1, metadata-2.0.2 

asyncio: mode=strict 

collected 8 items 

 

test_scenario.py ........                                                    [100%] 

 

====================================== PASSES ====================================== 

____________________ test_register_knowledge_base_on_first_pie _____________________ 

------------------------------- Captured stdout call ------------------------------- 

Knowledge Base has been added : https://www.example.org/redberry-kbs 

____________________ test_register_knowledge_base_on_second_pie ____________________ 

------------------------------- Captured stdout call ------------------------------- 

Knowledge Base has been added : https://www.example.org/blueberry-kbs 

_________________ test_register_same_knowledge_base_on_second_pie __________________ 

------------------------------- Captured stdout call ------------------------------- 

Knowledge Base already exists : https://www.example.org/blueberry-kbs 

_____________________ test_query_directory_for_registered_pies _____________________ 

------------------------------- Captured stdout call ------------------------------- 

[{"id":"http://pumpkin-pie:8081","exposedUrl":"http://pumpkin-

pie:8081","protocolVersion":"1.0.0-SNAPSHOT","lastRenew":"2022-10-

20T11:05:44.766022Z"},{"id":"http://redberry-pie:8081","exposedUrl":"http://redberry-

pie:8081","protocolVersion":"1.0.0-SNAPSHOT","lastRenew":"2022-10-20T11:05:43.735243Z"}] 

 

Found PIE: http://pumpkin-pie:8081 

Found PIE: http://redberry-pie:8081 

_________________ test_delete_first_knowledge_base_from_directory __________________ 

------------------------------- Captured stdout call ------------------------------- 

Knowledge Base has been removed : https://www.example.org/redberry-kbs 

______________ test_query_directory_for_registered_pies_after_removal ______________ 

------------------------------- Captured stdout call ------------------------------- 
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[{"id":"http://pumpkin-pie:8081","exposedUrl":"http://pumpkin-

pie:8081","protocolVersion":"1.0.0-SNAPSHOT","lastRenew":"2022-10-

20T11:05:44.766022Z"},{"id":"http://redberry-pie:8081","exposedUrl":"http://redberry-

pie:8081","protocolVersion":"1.0.0-SNAPSHOT","lastRenew":"2022-10-20T11:05:43.735243Z"}] 

 

Found PIE: http://pumpkin-pie:8081 

Found PIE: http://redberry-pie:8081 

_________________ test_delete_second_knowledge_base_from_directory _________________ 

------------------------------- Captured stdout call ------------------------------- 

Knowledge Base has been removed : https://www.example.org/blueberry-kbs 

___________ test_query_directory_for_registered_pies_after_removal_again ___________ 

------------------------------- Captured stdout call ------------------------------- 

[{"id":"http://pumpkin-pie:8081","exposedUrl":"http://pumpkin-

pie:8081","protocolVersion":"1.0.0-SNAPSHOT","lastRenew":"2022-10-

20T11:05:44.766022Z"},{"id":"http://redberry-pie:8081","exposedUrl":"http://redberry-

pie:8081","protocolVersion":"1.0.0-SNAPSHOT","lastRenew":"2022-10-20T11:05:43.735243Z"}] 

 

Found PIE: http://pumpkin-pie:8081 

Found PIE: http://redberry-pie:8081 

================================ 8 passed in 2.32s =================================  
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